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If you answered “No” to any of these questions, your network could be vulnerable. If you 
answered “No” to the majority of these questions, your network probably is vulnerable. 

For information about our SecureRampTM solution, which can overcome each of these 
challenges, click here or request a meeting to discuss your results of this assessment.

	  				  
							       Yes	 No
				  
	 1.	 Do you verify that only vendors with a valid business associate  
		  agreement are accessing your network?  

	 2.	 Do you check the device of each remote access attempt for  
	 	 valid firewall, valid malware detection, and system updates?   

	 3.	 Can you pull a report to show the access details of  
		  each third party accessing your network remotely? 	

	 4.	 Do you use multiple factor authentication for 
		  each third party accessing your network remotely?  

	 5.	 Do you automatically block remote access if the
		  BAA is out of date?

	 6.	 Do you automatically block remote access if the  
		  network security criteria are not met?

	 7.	 Do all of your third party vendors access your  
		  network through one VPN?

	 8.	 Can you limit remote access to your network by time  
		  of day and days of the week?  

Network Vulnerability 
Assessment

Is Third Party Access Making Your Network Vulnerable?
Take this quick assessment to find out. 
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