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SECURITY AUDIT MANAGER (SAM)

Fast and Effective Access to Audit Trail Information for IS Staff

HIPAA Final Security Rule, refer to
pg 8378 of Federal Register, February 20, 2003.

“A covered entity must, in accordance with § 164.306:” “(b)
Standard: Audit Controls. Implement Hardware, software, and/or
procedural mechanisms that record or examine activity in information
systems that contain or use electronic protected health information.”

SAM provides the IS staff with fast and effective access to all user and patient access activities to meet
HIPAA audit trail requirements (see above) without expending unnecessary MEDITECH HCIS storage.
SAM gathers audit trail information from all MEDITECH applications (PCI, RAD, OE, NUR, ADM, B/AR, PP,
etc.), and can collect non-MEDITECH system information as well, then indexes the audit trail information
appropriately and makes it available for access via standard SQL queries.

MEDITECH HCIS Audit
Trail Data:

v Patient Information

v Employee Information

v’ Dictionary Changes

v’ Dial-Up Access Monitor
v’ Caretaker Messages

Other Vendor
Audit Trail Data

Indexed Info
in SQL Database

Audit Reports via Industry
Standard ODBC Report
Writing Tools (Crystal
Reports, Etc.)

Why SAM?

SAM uses standard SQL database and HL-7 language syntax

All audit information is centralized for easier, single source reporting
Audit information is real-time, and indexed to make data easily accessible
SAM provides an effective means of long-term audit storage and reporting
Browser based ASP standard reports

SAM can feed most long term data storage devices and repositories
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For more information on SAM, or any other IATRIC Systems products or services, please contact us using
the information below.

Main Phone: (978) 805-4100 9 http://www.iatric.com
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